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Frame of the cards: identical structure for each country

THEME Databases of the data of the
youth
Identification of technology Database of Union Information

from Students’ Registers -
Sdruzené informace matrik
studentd (SIMS)

Technology used/tool Database of university

(For each teams, a card pro tool) students

Country/ use area Czech republic/ Prague

Frame of use Registers were established for statistical,

analytical and budgetary purposes of
state educational policy! and economical
and organisational purposes of
universities.? They are used by individual
faculties, universities, Ministry of
Education, Institute for Information on
Education (statistical purposes)

Population concerned: target and University students and former university
age students
% of users/of young users More than 67 percent of youngsters up to

26 years of age®

Trends (measured / supposed) Growing numbers of a subjects of a data
included in database - 801 103 subjects
of a data in May 2009*, approx. 0,5
million subjects of a data in 2006°

1 Act no. 111/1998 Sb., on universities, § 87, art. i)

2 Act no. 111/1998 Sb., on universities, § 88

3 from the response of the Institute for Information on Education (Ustav pro informace ve
vzdélavani) to the request of Iuridicum Remedium of 2009/5/21

* from the response of the Institute for Information on Education (Ustav pro informace ve
vzdélavani) to the request of Iuridicum Remedium of 2009/5/21



Known or potentials dangers /Risks | Suspected leakages of a data from
registers to a commercial subjects led
DPA to start investigation.®

Others
Generated data bases

Associated data base/ creation Data from registers of students of
individual faculties, universities are four
times a year submitted to the Database
of Union Information from

Students "Register/ Registers started to
be created from 1998 when a new law on
universities was approved. The law
provided that every university has to
establish a register of students with
detailed set of a data. Public bid for
technical solution of the united general
register won Institute of Computer
Science of Maysaryk University that
mantains operates the register for
Ministry of Education until today.’

What justifies the inscription in the Statistical, analytical and budgetary
file /Risks? purposes of state educational policy and
economical purposes of universities

(a line pro database)

Purposes /contents, main data records (extended) about all CZ

included / Risks? university students & their studies (incl.
histories: birthcode,name, surname,
domicile region, state, previous
education, uni/faculty, programme, study
start, programme type, study length,
newly admitted, dormitory, study end
(date, form),study Histories, state
code/citizenship, edu location, study
form, study break, form of financing,
parallel studies, total study length,
financing (verif), budgetary student

includes data since 01/01/19998

File masters? Risks? Ministry of education - processor.
Operated by Institute of Computer
Science of Maysaryk University.
Three different types of users:
- administrator - can edit and see
any data
- user from the university — can edit

> Ing. Mgr. Jifi Smerda : Union Students Register (SIMS) (student thesis),
http://is.muni.cz/th/60444/fi_m/thesis-xsmerda2.pdf

6 Vladimir Kfivka - Fond ohrozenych déti ¢eli trestnimu oznameni, in Tyden weekly
2009/1/8

7 Ing. Mgr. Jiti Smerda : Union Students Register (SIMS) (student thesis),
http://is.muni.cz/th/60444/fi m/thesis-xsmerda2.pdf, from the response of the Institute
for Information on Education (Ustav pro informace ve vzdélavani) to the request of
Iuridicum Remedium of 2009/5/21

8 Jana Kohoutkovad: UNION STUDENTS' REGISTER:Data Integration to Support National
Education Management, presentation of 2000/4/14
www.man.poznan.pl/ist/eunis/programme/EUNIS2000/slides/kohoutkova/eunis-
kohoutkova.PPT




Who accesses the files/ Sharing of
the data base? Access limits? /Risks

Data retention delays/ risks

Right to be forgotten

Rights to know or to modify data?

Covert purposes/
Risks/uncontrolled future evolution

Others (interconnections...)
Legislation in application

Law /rules / others (?)

(implemented for this data base or this
technology)

Risks for freedoms despite the law

and see only some data
- user from the ministry of

education (Institute) - unclear
Administration and creation of user
accounts is not providing an easy survey.
There were plans to centralise and clarify
and standardise decisions on rights of the
users - it is not clear however if they
were implemented.’®

Ministry passes login and password on
access to the SIMS on legal
representative of the university.
processor of register of individual faculty
has the rights to access central databasis
SIMS and edit and create there files and
other users accounts.® Files are
furthermore accessed by single
responsible person at Institute for
Information on Education. who is later on
anonymising them for statistical
purposes.!!

Unclear/according to information of
Institute for Information on Education
are data after finishing of education of
the subject kept in anonymised form

Subjects can ask processor of their data
at their individual faculty register to
correct the data.'? They are not asked to
give their consent with the procession of
their data nor they are informed of the
way their data are further processed,
shared and how they can modify them.

Risks evolving from unclear system of
administration of users rights, possible
extention of the rights to share files on
other subjects (state administration,
private companies providing services to
faculties of ministry)

Act no. 111/1998 Sb., on universities,

Subjects are not informed of the extend
of the processing of their data nor their
related rights. Discrimination in access to
the education or social benefits related to
the mistaken data or faults in databases

° Ing. Mgr. Jiti Smerda : Union Students Register (SIMS) (student thesis),
http://is.muni.cz/th/60444/fi_m/thesis-xsmerda2.pdf

10| ogin into system SIMS, http://sims.ics.muni.cz/

1 from the response of the Institute for Information on Education (Ustav pro informace

ve vzdélavani) to the request of Iuridicum Remedium of 2009/5/21

12 from the response of the Institute for Information on Education (Ustav pro informace

ve vzdélavani) to the request of Iuridicum Remedium of 2009/5/21



may OocCcur.

If revision of the regulation: Not foreseen
reasons? Result: improvement or

aggravation (compared to the

protection of the DP)

Conformity with the European right | Probably not conforming with Convention

(Charter of fundamental rights, directives...) | for the Protection of Individuals with
regard to Automatic Processing of
Personal Data (Council of Europe, CETS
No. 108), The Czech Republic ratified the
Convention CETS No. 108 on 9 July 2001
and it entered into force in the Czech
Republic on 1 November 2001.

Implementation (or not) of the
legislation? / Risks
Others

This tools and young public or
young adults

How far are young people See % of users/of young users

concerned?

Awareness of issues or of risks None research made so far, probably
very low

Indifference or reaction None

Awareness campaigns/ results None

Good practises None

Campaign to be led. On which Awareness campaign on extend of data

themes? currently processed, importance of free

consent with data protection and
legislation change

Others
Conclusions

Recommendations Clarification of a concept of the registers.
Inclusion of free consent of the students
with the procession of the data.
Replacing the system of identification of
the students by their birth number with
source identifier. Clear and strict
measures on right to access and edit the
data, auditing of access to the data.

Podpofili nas:

MP -
SV

-
-

Ministerstvo prace a socialnich véci Trust for Civil Society in Central & Eastern Europe Open Society Fund Praha

n OPERACNI PROGRAM  PODPORUJEME norway
VT .l '. d N
Efm;’:“ ﬂ LIDSKE ZDROJE vASIBUDOUCNOST [WYiliZig) nadace rozvoie 8?8 Qrants »

fond v CR EVROPSKA UNIE A ZAMESTNANOST www.esfcr.cz an t S
Podporeno grantem z Islandu, LichtenStejnska a Norska v ramci



Finanéniho mechanismu EHP a Norského finanéniho mechanismu

prostfednictvim Nadace rozvoje obéanské spole¢nosti.



